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OUTLINE:

Dilemma: Publicity vs security

Domain jurisdiction problems

Tracking & Profiling

Basic web security & operator OPSEC

Tor hidden services

Q&A
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Basic Security 
Against Common 
Web-based Attacks



  

SQL Injection:
Attack against a database, 

in order to gain access to, change or delete data.



  

XSS (Cross-Site Scripting) Attack:
Attack against website visitors, by injecting code 

into web pages viewed by other visitors.



  

Don’t trust user input!



  

TOR HIDDEN SERVICES



  

Sander Venema
Blog: https://sandervenema.ch                  Twitter: @VenemaSander

E-mail: sander@sandervenema.ch, GPG-key ID: 0x7FB3C51263C3DDAF
Fingerprint: 37FA 9E76 FD24 498E D283  E9A6 7FB3 C512 63C3 DDAF
This presentation: https://sandervenema.ch/slides/logan1214.pdf  

https://sandervenema.ch/
mailto:sander@sandervenema.ch
https://sandervenema.ch/slides/logan1214.pdf

